
Public Wi-Fi Safety 
Tips and Resources 

 
Public Wi-Fi networks are great, but ​they​ ​aren’t always safe​. Sharing a network with other 

people means that your personal information is in danger of being seen or accessed. Protect 

yourself by taking the following precautions:  

● ​Don’t enter sensitive information. Do your banking and online shopping at home to 

avoid exposing yourself to identity theft or credit card fraud.  

● Use ‘https’ (secure) websites as much as possible. While most frequented websites such 

as Facebook and email providers will automatically convert the URL to a secure 

connection, keep an eye on the URL to make sure. Chrome users can also install ​an 

extension​ that will encrypt your data with major websites to make your browsing safer.  

● Forget the network. Unless you specify otherwise, your computer or device will likely 

remember the Wi-Fi network and reconnect to it whenever you are in range. Doing this 

can leave your information exposed while you’re not browsing. Avoid this by unchecking 

‘Connect Automatically’ in your network settings.  

● Enable ​two-factor authentication​ on frequently visited sites. By adding an extra layer of 

protection (i.e. entering your phone number or selecting an accompanying icon) to any 

password-protected website, you are effectively reducing the likelihood of a hack.  

Finding free outdoor WiFi Hotspots: 

The following companies have a reputation for providing free WiFi and may have viable 

hotspots in their parking lots. We encourage our Maricopa community to use the links below to 

find a location near you. 

https://maricopa.sharepoint.com/sites/DO/in/Lists/Posts/Post.aspx?ID=1241
https://maricopa.sharepoint.com/sites/DO/in/Lists/Posts/Post.aspx?ID=1241
https://www.eff.org/https-everywhere
https://www.eff.org/https-everywhere
http://www.cnet.com/how-to/how-to-enable-two-factor-authentication-on-popular-sites/


Starbucks:  ​https://www.starbucks.com/coffeehouse  

McDonald's:  ​https://www.mcdonalds.com/us/en-us/services/free-wi-fi.html  

Panera Bread:  ​https://www.panerabread.com/en-us/wifi.html  

Dunkin' Donuts:  ​https://www.dunkindonuts.com/en/locations  

Target:  ​https://www.target.com/store-locator/state-listing​ ​ 

Using a smartphone to tether a hotspot​​: 

Below we have provided step-by-step guides for using a smartphone as a hotspot for Android 

and iOS devices.  

Android - Enabling Mobile WiFi Hotspot on your Smart Phone.docx 

iOS - Enabling Mobile WiFi Hotspot on your Smart Phone.docx 

 

https://www.starbucks.com/coffeehouse
https://www.mcdonalds.com/us/en-us/services/free-wi-fi.html
https://www.panerabread.com/en-us/wifi.html
https://www.dunkindonuts.com/en/locations
https://www.target.com/store-locator/state-listing
https://maricopa.sharepoint.com/sites/DO/in/PublishingImages/Lists/Posts/Post/Android%20-%20Enabling%20Mobile%20WiFi%20Hotspot%20on%20your%20Smart%20Phone.docx
https://maricopa.sharepoint.com/sites/DO/in/PublishingImages/Lists/Posts/Post/iOS%20-%20Enabling%20Mobile%20WiFi%20Hotspot%20on%20your%20Smart%20Phone.docx

